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Potential Use-cases

• Binary vulnerability assessment
• Memory forensics analysis 
• Sensitive code and data segment 

protection 
• Correct algorithm implementation 

verification 
Ø Discovered a zero-day vulnerability in the 

Linux kernel controllers versions 3.13 and 
above.

• Binary-level software similarity 
measures 
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Future Work
• Robustness to obfuscation
Ø Obfuscated through techniques such 

as neural-network approximation. 
• Larger control algorithm datasets
Ø Collect more control algorithms
Ø Distinguish different control algorithms

Main Idea

• A general framework to extract semantic 
information of an embedded firmware 
binaries with respect to its associated 
high-level control algorithm. 

• Using dynamic binary analysis and 
symbolic comparison of the mathematical 
and binary expressions to fill the semantic 
gap between high-level algorithm 
descriptions and low-level stripped binary 
segments


